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Abstract 
Lack of usable security has long been considered an 
obstacle to the adoption of secure communication tools. 
However, user studies conducted to evaluate the 
usability of secure tools have usually overlooked the 
needs and practices of elderly people. We argue that, 
to design and build communication tools that can 
effectively protect all users, we need to understand 
how elderly people manage their communications, as 
well as investigate their security needs and practices. 
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Introduction 
Secure communication tools became widely available 
with the release of PGP in 1991 [1], which was followed 
by the creation of a large ecosystem of PGP tools, such 
as OpenPGP, GPGTools, and GPG4WiN. PGP is a data 
encryption program designed for asynchronous, high-
latency email communications. Off-the-Record (OTR) 
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messaging [2], originally released in 2004, is a secure 
online communication protocol designed for low-latency 
messaging environments like chat clients, introducing 
additional security features (e.g., forward secrecy, 
deniability). For a detailed review of the literature on 
secure communication tools, we refer the reader to 
Unger et al. [3]. 

The smartphone era has seen an explosion of new 
communication tools (typically called “messengers” or 
“messaging tools”). Several popular messaging tools 
(e.g., WhatsApp, iMessage) have adopted end-to-end 
encryption, and many new tools (e.g., Signal, 
Telegram) have been launched with security as a key 
selling point. However, it remains unclear if smartphone 
users (especially elderly people) can use these secure 
tools effectively, and whether they understand what 
protection these tools offer. 

Lack of usable security has been shown to hinder the 
adoption of secure communication tools. However, the 
design of most communication tools has typically not 
involved those who are ultimately meant to use these 
tools, certainly not in the early to middle stages of 
design. Although several user studies (e.g., [4], [5], 
[6]) have examined why users fail to use a secure 
communication tool (e.g., PGP) correctly, the majority 
of these studies have been conducted to evaluate the 
usability of an already existing tool. Further, most 
participants recruited for these studies have been 
college students. The security and needs of elderly 
people (defined as people aged 60 or over as per the 
United Nations [7]) have been usually overlooked. We 
argue, that to design and build communication tools 
that can effectively protect all users, we need to 
understand how elderly people manage their 

communications, their needs and practices with regards 
to secure communications, and the context in which 
they decide to use, or stop using, a particular tool. 

Related Work 
Lack of usable security has been shown to hamper the 
adoption of secure communication tools. In their 
seminal paper [4], Whitten and Tygar designed a case 
study to assess whether PGP 5.0 could be successfully 
used by the general population to achieve effective 
email security. They employed two separate evaluation 
methods: (1) a hybrid analytical approach combining 
cognitive walk-through and heuristic evaluation, and 
(2) a laboratory-based user study conducted with 12 
participants, who were all skilled users of email. 
Whitten and Tygar identified some UI design flaws 
relevant to security risks. They also found that only 
one-third of participants were capable of using the PGP 
software correctly. However, the findings of this 
influential paper, which has been cited by almost every 
subsequent usable security study, were based on a 
user study that excluded elderly people; the recruited 
participants aged between 20 and 49. 

Using a similar study to [4], Garfinkel and Miller studied 
CoPilot, an email prototype based on Key Continuity 
Management (KCM) [5]. They recruited 43 
“cryptography-naïve” participants for the study. All 
participants aged between 18 and 63, with a mean age 
of 33. Garfinkel and Miller concluded that KCM is a 
workable model for improving email security. 

Ruoti et al. conducted a user study of two mail 
systems: Private Webmail (Pwm) and Message 
Protector (MP) [6]. They recruited 51 participants for 
the user study, with the overwhelming majority being 



 

undergraduate students who frequently used Gmail for 
sending email messages. More recently, Ruoti et al. 
conducted another user study with 25 pairs of novice 
users cooperating to send encrypted emails with a 
range of email tools [8]. Again, the recruited 
participants were Gmail users who skewed young (age 
range: 18 – 34). Ruoti et al. found that hiding the 
details of how a secure system provides security 
reduces trust in the system. We argue that both studies 
conducted by Ruoti et al. excluded elderly people, 
which we consider a significant research gap. 

Bai et al. conducted a user study to investigate whether 
non-expert users can evaluate the security trade-offs 
between two encryption models: a traditional key-
exchange model (analogous to PGP) and a registration 
model (analogous to iMessage) [9]. They asked 52 
participants (80% of whom aged between 18 and 34) 
to complete a set of encryption tasks using both 
models. They found that participants understood both 
models “fairly well”. However, participants preferred 
the more usable, but less secure, registration model for 
“everyday communications”. Bai et al. concluded that 
designers should explain the security properties an 
encryption tool offers. 

Gaw et al. explored the social context behind users’ 
decisions about whether and when to encrypt emails 
[10]. They interviewed nine participants from an 
activist organization, under the presumption that the 
organization’s employees would have a strong incentive 
to encrypt emails and would have the necessary 
technical background and training to do so correctly. 
They found that participants’ perceptions of the users of 
encrypted email (e.g., only “paranoid people” or 
“people up to no good” use encryption) influenced 

participants’ decision to adopt encrypted email. 
However, this study did not investigate the mental 
models of elderly people with regards to encrypted 
communications. 

In [11], Renaud et al. interviewed a convenience 
sample of 21 students and staff members, and then 
surveyed 24 computer science students. They found 
that, in addition to usability issues, incomplete threat 
models, misaligned incentives, and lack of 
understanding of the email architecture are key drivers 
of the non-adoption of E2E-encrypted email. They 
concluded that security researchers should focus on 
building “comprehensive mental models of email 
security”. 

De Luca et al. also investigated how and why users 
adopt, or do not adopt, mobile instant messengers that 
are advertised as being secure [12]. They surveyed 
1,510 respondents from Germany (503), UK (506), and 
US (501). Only ~8%, ~3%, and ~15% of the 
Germany, UK and US respondents, respectively, aged 
55 or over. They then interviewed a balanced sample of 
31 IT security experts and non-experts. Only one 
interviewee aged 55. De Luca et al. concluded that peer 
influence primarily drives users to adopt a messenger. 

Recently, Abu-Salma et al. interviewed 60 participants 
(mean age: 35) about their experience with different 
communication tools and their perceptions of the tools’ 
security properties [13]. 40 participants were high-
school and university students, 17 were employed, and 
three were retired. Abu-Salma et al. found that barriers 
to adopting secure tools include small and fragmented 
user bases, lack of interoperability, low QoS (Quality of 



 

Service), and incorrect mental models of how secure 
communication works. 

Proposed Methodology 
As shown in the previous section, the majority of 
participants recruited for user studies conducted to 
evaluate the usability of secure communication tools 
excluded elderly people. In this paper, we argue, that 
to design and build communication tools that effectively 
protect all users, we need to understand how elderly 
people manage their communications, their needs and 
practices with regards to secure communications, and 
the context in which they decide to use, or stop using, 
a particular tool. Therefore, we propose the following 
research questions with a focus on elderly people: 

§ What communication tools do elderly people use, and 
why did they decide to use these tools? 

§ What devices (e.g., mobile phones, tablets, desktop 
PCs) do they use each tool on, how often do they use 
the tool, what do they use the tool for, whom do 
they communicate with, and what type of 
information do they exchange using the tool? 

§ What information do they consider sensitive, and 
how do they usually send this information? 

§ What threats do they want to protect against when 
communicating? 

§ What tools do they perceive to be secure (or 
insecure), and why? 

§ How do they perceive the people who use secure 
tools? 

§ Have they ever used a communication tool and then 
stopped using it? If yes, why did they decide to do 
so? 

To answer these questions, we should design user 
studies using both qualitative and quantitative research 
methods. We should then (1) compile a list of data-
driven recommendations that will guide the 
development of secure tools, while better 
communicating the security these tools offer to elderly 
users of communication tools, and (2) translate the 
findings into use cases, design patterns, and guidelines 
that developers and practitioners can use. 

Concluding Remarks 
Ageing has a significant impact on society. People of 
varying ages differ in their needs and practices. 
However, the needs and practices of elderly people, 
especially with regards to secure communication tools, 
have long been ignored. Hence, it is of utmost 
importance to design for the elderly, and understand 
the role of age on the adoption and use of secure tools. 

Acknowledgements 
We would like to thank Cerys Bradley and Jeremiah 
Onaolapo for their helpful comments. 

References 
1. Ruba Abu-Salma, M. Angela Sasse, Joseph Bonneau, 

Anastasia Danilova, Alena Naiakshina, and Matthew 
Smith. 2017. Obstacles to the Adoption of Secure 
Communication Tools. In IEEE Symposium on Security 
and Privacy (S&P). 

2. Wei Bai, Doowon Kim, Moses Namara, Yichen Qian, Patrick 
Gage Kelley, and Michelle L Mazurek. 2016. An 
Inconvenient Trust: User Attitudes toward Security and 
Usability Tradeoffs for Key-Directory Encryption Systems. 
In ACM Symposium on Usable Privacy and Security. 113–
130. 

3. Nikita Borisov, Ian Goldberg, and Eric Brewer. 2004. Off-
the-Record Communication, or, Why Not To Use PGP. In 
ACM Workshop on Privacy in the Electronic Society. 77–
84. 



 

4. Alexander De Luca, Sauvik Das, Martin Ortlieb, Iulia Ion, 
and Ben Laurie. 2016. Expert and Non-Expert Attitudes 
towards (Secure) Instant Messaging. In ACM Symposium 
on Usable Privacy and Security. 

5. Simson L Garfinkel and Robert C Miller. 2005. Johnny 2: A 
User Test of Key Continuity Management with S/MIME and 
Outlook Express. In ACM Symposium on Usable Privacy 
and Security. 13–24. 

6. Shirley Gaw, Edward W Felten, and Patricia Fernandez-
Kelly. 2006. Secrecy, Flagging, and Paranoia: Adoption 
Criteria in Encrypted E-mail. In ACM Conference on 
Human Factors in Computing Systems. 591–600. 

7. Karen Renaud, Melanie Volkamer, and Arne Renkema-
Padmos. 2014. Why Doesn’t Jane Protect Her Privacy?. In 
Privacy Enhancing Technologies Symposium. 244–262. 

8. Scott Ruoti, Jeff Andersen, Scott Heidbrink, Mark O’Neill, 
Elham Vaziripour, Justin Wu, Daniel Zappala, and Kent 
Seamons. 2016. “We’re on the Same Page”: A Usability 
Study of Secure Email Using Pairs of Novice Users. In ACM 
Conference on Human Factors and Computing Systems. 

9. Scott Ruoti, Nathan Kim, Ben Burgon, Timothy Van Der 
Horst, and Kent Seamons. 2013. Confused Johnny: When 
Automatic Encryption Leads to Confusion and Mistakes. In 
ACM Symposium on Usable Privacy and Security. 5. 

10. Nik Unger, Sergej Dechand, Joseph Bonneau, Sascha Fahl, 
Henning Perl, Ian Goldberg, and Matthew Smith. 2015. 
SoK: Secure Messaging. In IEEE Symposium on Security 
and Privacy. 232–249. 

11. United Nations. Ageing. 
http://www.un.org/en/sections/issues-depth/ageing/. 
Accessed on: 01.05.2018. 

12. Alma Whitten and J. Doug Tygar. 1999. Why Johnny Can’t 
Encrypt: A Usability Evaluation of PGP 5.0. In USENIX 
Security Symposium. 

13. Philip R Zimmermann. 1995. The Official PGP User’s 
Guide. 


